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Ransomware is a particularly malicious type of 
illegal software. Hackers use it to essentially kidnap 
a computer system and then demand that the sys
tem’s owner pay a ransom, often in digital currency 
such as Bitcoin, to release it. After the hackers have 
received the payment, they provide a decryption 
key to return access to the owner — sometimes.

Are physicians at risk?

Although ransomware attacks are more com
mon in larger health care systems because 
of their size and deeper pockets, physicians’ 
offices are increasingly targets. Smaller offices 
are vulnerable both because of the quality and 
amount of available data on their computer 
networks — and because many physicians’ 
offices are easy to infiltrate.

Ransomware typically enters a computer sys
tem or network when someone accidentally 
clicks on a bad link or attachment that appears 
legitimate. Recently, a small medical practice 
in Battle Creek, Michigan, suffered such an 
attack, with devastating consequences. The 

attachment resembled a vendor invoice, but  
was actually ransomware, which then encrypted  
all the practice’s records. The office refused to  
pay the ransom, and the hackers responded by 
deleting everything. Some patients lost all or  
some of their medical records, and the practice 
eventually closed.

What can you do?

Here are eight tips to help you prevent, or 
respond to, a ransomware attack on your practice:

1. Get educated. All staffers should receive train
ing about computer security practices within the 

context of HIPAA, but 
also within the context 
of hackers and ransom
ware. Teach them  
not to click on links in 
suspicious emails and 
not to download infor
mation from unfamiliar 
websites. New hires are 
required under HIPAA 
to receive privacy and 
security training; this 
training also should 
align with the practice’s 
information security 
policies and antivirus 
procedures.
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2. Update regularly. It’s important to install 
software updates to fix bugs and vulnerabilities, 
improve administrationlevel access, strengthen 
firewalls, and improve antimalware and antivirus 
software. When developers or vendors provide 
patches or updates, download them immediately 
and consistently.

3. Establish a disaster response and business 
continuity plan. Every physician practice should 
have a plan on how to respond to disasters — 
whether fires, floods or other catastrophes. Be 
sure to include hacking and ransomware attacks 
as a potential calamity. This means performing 
regular data backups, verifying backup integrity 
and ensuring backups aren’t connected to the 
networks they’re backing up. 

4. Monitor practices. It’s one thing to educate 
staff on information security; it’s another to make 
sure they’re adhering to those lessons. Medical 
practices should be able to monitor user activity 
in real time — or at least receive regular reports 
about how staff members are accessing data and 
whether they’re following procedures. Integrate 
data security into your workplace culture.

5. Designate a compliance committee or staff 
person. This person’s or committee’s responsi
bility will be creating compliance policies and 
procedures, as well as ensuring that staff receive 
appropriate training and continuing education. 
Many experts suggest conducting an annual drill 
to practice for a breach.

6. Review your vendors’ qualifications. Most 
electronic medical record, portal and practice 
management software vendors should have secu
rity certifications. Are you sure yours do and, if so, 
which certifications they possess?

7. Update and review the practice’s professional 
liability insurance. Unfortunately, many such policies 
don’t cover for cyberattacks such as ransomware. But 
you may be able to buy coverage. (See “To pay or 
not to pay the ransom” at right.)

8. Hire a consultant. The stakes are high, and  
the topic is complicated and potentially time 
consuming. If costeffective, hiring an expert on 

health care cybersecurity can go a long way toward 
ensuring your practice is as prepared as possible.

What could go wrong?

The modern world, with all its technological con
nectivity, is a dangerous place. The FBI indicates 
there are currently an average of 4,000 ransomware 
attacks per day in the United States. 

If you intended to visit a place where the likeli
hood of being stalked, pickpocketed, mugged or 
kidnapped was as high as it is every day on the 
Internet, you’d likely either not go or take serious 
security precautions. Keep this in mind and pro
tect the safety of your practice and its patients. ◗

The FBI has guidelines on ransomware pre-
vention and response, which can be found 
at fbi.gov. (Search for “cisos” to reach the 
link.) One concern in paying ransomware is 
that the hackers will either not release the 
captive data or raise the ransom amount — 
the first demand being a fishing expedition 
to see how the business responds. The 
FBI doesn’t recommend paying a ransom, 
but notes that it’s a serious consideration 
requiring a look at all ways to “protect 
shareholders, employees, and customers.”

Some insurance companies cover cyber-
attacks, including data breaches, digital 
security issues, cybercrime and hacking. If 
covered, the terms of the policy may have 
guidelines or requirements for whether to 
pay ransomware. 

Most experts say to never pay. If you have 
appropriate up-to-date backups that are 
isolated from the affected network, and a 
thorough disaster recovery plan, refusing to 
pay and dealing with the aftermath may be 
effective. But if you don’t have protections  
in place and the alternative is losing all of 
your medical and financial records, you might 
decide payment is worth the risk. The best 
solution is to be prepared.

To pay or not to pay the ransom



Physicians trying to create and maintain a successful 
medical practice are engaged in a constant battle 
against inefficiency and waste. But they might not 
realize they’re also in a battle to prevent and catch 
fraud perpetrated by their employees. As a health 
care professional, you might not be aware of how 
important it is to establish systemic protections 
against employee fraud within your practice 
operations, because fraud just isn’t on your radar.     

An insidious problem

The most common forms of employee fraud 
are theft of receipts or cash on hand, altering or 
forging a check, submitting fictitious invoices, 
paying personal expenses with practice funds, 
and payroll or expense reimbursement fraud. 

These thefts might well go undetected for 
months or even years. And, in most cases, 
employees who steal money work alone. Many 
have been with a practice for several years. 

Sound processes

Obviously, the best way to deal with employee 
theft is to keep it from happening in the first 
place. Doing so requires implementing sound 
internal controls, including a careful risk assess
ment. Examine your practice’s policies, procedures  

and processes for any gaps in the system that 
fail to protect integrity and ethics. Conduct an 
assessment every two years — or whenever there’s 
a major system change (such as a new electronic 
health record [EHR]) or personnel change (such as  
a new billing clerk). 

In addition, it’s key to separate staff duties  
and avoid having a single employee in charge  
of purchasing and of approving and adding  
vendors. Although it may be difficult to spread 
duties among several employees in smaller  
practices, it’s critical to implement internal  
controls that let employees know they’ll likely  
be caught if they steal. 

Also, checks with invoices should be given to the 
appropriate physician for him or her to approve 
and sign. Similarly, if you’re using an electronic bill 
payment system, only ownerphysicians should be 
authorized to approve payments.

Finally, you should have a system in place for 
monitoring employee behavior. Look for telltale 
signs that an employee is involved with or consid
ering fraud. For example, an employee who never 
goes on vacation or takes a day off may not want 
someone else to have access to his or her files. 
To combat this behavior, require all employees to 
take scheduled vacations.

Background checks  

First and foremost, get criminal background checks 
for all new hires, as well as current employees. But 
keep in mind that nearly twothirds of offenders 
aren’t prosecuted, so their next employer might  
be unable to learn of their criminal pasts. 

Conducting credit checks on all new hires and 
periodically on current employees is also a good 
idea. However, be aware of state law and the  
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Many practice management tips focus on maxi
mizing revenue. Others look to efficient operations 
(which can maximize revenue) and low overhead. 
Still others emphasize leveraging all these factors 
for the best overall quality of patient care. Here are 
some ways to help ensure your medical practice 
runs like a welloiled machine.

Manage your money 

Although maintaining a certain amount of liquidity 
is a good idea, there are ways to put your business 
funds to work. For example, you might want to 
open a money market account and link it to your 

practice checking account for telephone or online 
transfers. If daily receipts are deposited into the 
money market account, they will immediately 
begin earning interest.

Pay attention to accounts receivable (AR). These 
are, of course, the outstanding monies owed to 
the practice; but they’re also a measure of how 
long claims are overdue. Practices need to set  
a target to keep the aged claims under control. 
Typically, a highperforming medical practice’s 
billing is 30 days or less in AR. The average is 40  
to 50 days, and 60 days is below average. Work 
hard to keep it down.

Does your practice run  
like a well-oiled machine?

federal Fair Credit Reporting Act. You generally 
need the person’s permission to run a credit check 
and, in some states, credit checks are allowed only 
for positions with certain financial responsibilities.

Periodic audits and restricted access

Employees should know that unannounced audits 
are possible, but they shouldn’t know what data 
they’ll cover. Such audits need not be toptobottom 
reviews of the practice’s finances. They can focus on 
specific areas. 

Also, periodically reconcile overlapping financial 
records. For example, compare receipts that are 
recorded in the billing system to revenues recorded 
in the accounting system, and then crosscheck 
those numbers with your bank deposits. Make sure 
someone other than the person who prepares the 
records conducts the reconciliation.

Consider restricting employee access to only those 
computers, programs and data that they need to 
perform their jobs. Educate your staff about what 
constitutes fraudulent, illegal and unethical actions; 
their role in preventing and deterring fraud; and 
how to recognize the signs of prohibited behavior. 
Doing so will not only make them more likely to 
notice suspicious behavior, but also diminish their 
ability to defend themselves if they’re caught in the 
act of defrauding the practice.

On your radar

The first step in preventing employee fraud in  
your medical practice is to put it on your radar 
screen. Then you can work with your financial  
team and outside professionals to establish smart 
internal controls that will protect your practice 
from the debilitating damage and destruction  
that employee fraud can cause. ◗



Also, don’t hurry to pay your bills. 
The idea here isn’t to intentionally 
miss paying bills on time, but rather 
to pay bills strategically so your 
practice can hold on to cash as 
long as possible. It goes without 
saying that you shouldn’t jeop
ardize your business or personal 
credit rating with late payments. 
But pay bills when they’re due or 
just before — not after.

In addition, leasing medical 
equipment and your medical 
practice space is typically more 
costeffective than buying.  
However, there’s no onesizefitsall approach. 
The right answer may depend on your loca
tion, cash flow and business credit. Also, some 
equipment leases allow practices to buy the 
asset outright at the end of the lease.

Think marketing

Learning how to “sell yourself” is good  
advice for anyone running a business (or life 
in general). To do so, a medical practice must 
develop a marketing mentality. This means 
that all aspects of your practice — how you 
treat patients from first contact to last, as  
well as ads, online activities and community 
presence — should have a focus on marketing. 
It doesn’t necessarily mean “sell, sell, sell at all 
costs,” but it does mean that everything you do 
needs to advertise your practice as a place to 
turn to for highquality care and service.

Naturally, once you’ve drawn patients to your prac
tice, you want to keep them. In fact, it’s easier and 
less expensive to retain a patient than to find a new 
one. So, don’t restrict your marketing efforts to only 
attracting new patients. Allocate some dollars to 
maintaining your relationship with existing ones.

Create a positive culture

What’s distinctive about your practice? Is it your 
specialty or subspecialty? Is it the layout and 
décor of your waiting area and exam rooms? 
Maybe your practice has a reputation for a specific 
characteristic or set of characteristics — no waits, 
friendly service, valueadded perks. Create a  
distinguishing culture for your medical practice 
and develop it into a strength.

Another important aspect of this is your workplace 
culture. Good, reliable staff members are invaluable. 
Ensure that the work environment for your employ
ees is upbeat and enjoyable. And, in addition to 
providing competitive pay and benefits, regularly 
recognize how important they are and thank them 
for a job well done.

At the same time, acknowledge that your own time 
and energy are critical assets and an important part 
of the culture as well. Practicing medicine can be 
rewarding, but it can also challenge you mentally, 
physically and emotionally. Work efficiently, avoid 
unnecessary distractions — and remember to take 
vacations and time off.

Stay in harmony

The value of your medical practice is so much 
greater than a mere sum of its parts. Nonetheless, 
when you find ways to keep all those parts running 
smoothly and in harmony, you’ll likely see a stronger 
bottom line. ◗
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One of the cornerstones of a successful medical 
practice is terrific patient service. In a nonmedical 
context, you would call it “customer service,”  
but patient service needs to go beyond simply 
fulfilling a patient’s demands. Here are three  
keys to getting it right:

1. Service design. When designing service, you’re 
basically asking the question: What are you trying 
to achieve? In other words, what do you want to 
provide your patient? What does your patient want 
from you? What can you afford to do? Identify these 
factors and you’re well on your way to providing 
excellent patient service.

2. Service delivery. This category refers to what 
you’re actually doing to provide service to your 
patients in terms of process, people and place. 
Process refers to protocols and procedures that 
relate to all aspects of your medical practice, rang
ing from how a patient is treated from first contact 
to last to whether your employees are empowered 
to do their jobs in the most effective manner. 
People refers to your staff members — the need 
to ensure you have appropri
ate employees who are well 
trained and understand the 
goals and purpose of the prac
tice. And place encompasses 
all aspects of your medical 
practice where patient interac
tion occurs, which includes on 
the phone, via email, on the 
patient portal and within the 
practice itself.

None of this should be ran
dom. Intentionally develop all 
three aspects, giving thought 
to what exactly you want your 
practice to achieve and how to 

make that happen. Regularly query your staff and 
patients for feedback and suggestions.

3. Service recovery. Service recovery is required 
when medical care doesn’t go as planned.  
Mistakes happen. How do you or your staff —  
or the practice as a whole — respond to errors 
and problems? Service recovery should be quick 
and convenient and, ideally, occur just once.

On one level, service recovery refers to issues  
such as having a recovery plan in case of a disaster 
such as a ransomware attack. (See “Don’t get 
taken hostage” on page 2.) But it also applies  
to any aspect of patient service, and requires  
that you create approaches — both practical  
and philosophical — about how your practice  
will respond to difficult issues that may arise.

The highest level of patient service doesn’t occur by 
accident. It’s something your practice creates with 
intention, attention and energy. By purposefully 
focusing on these three factors, your medical prac
tice can excel at providing great patient service. ◗
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